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Sensu is the industry leading solution for multi-cloud monitoring at scale. The Sensu monitoring event
pipeline empowers businesses to automate their monitoring workflows and gain deep visibility into their
multi-cloud environments. Founded in 2017, Sensu offers a comprehensive monitoring solution for
enterprises, providing complete visibility across every system, every protocol, every time — from
Kubernetes to bare metal.Get started now and feel the #monitoringlove: Learn Sensu Go.

Sensu Go is the latest version of Sensu, designed to be more portable, easier and faster to deploy,
and (even more) friendly to containerized and ephemeral environments.Learn about support packages

and license-activated features designed for monitoring at scale.

Automate your monitoring workflows: Limitless pipelines let you validate and correlate events,
mutate data formats, send alerts, manage incidents, collect and store metrics, and more.

Event . Filter . Mutator - Handler
Application error rate >10% during business hours — send to #monitoring in Slack
Event - Filter - Mutator o Handler
StatsD metric in production add metric tags store in InfluxDB
Event N Filter . Mutator - Handler
Server process stopped on state change create incident in PagerDuty
Event - Filter - Mutator . Handler

User login failure after 10 events create JIRA issue

Sensu Event Pipeline

Reduce alert fatigue: Sensu gives you full control over your alerts with flexible filters, context-rich
notifications, reporting, event handling, and auto-remediation.

Integrate anywhere: Sensu’s open architecture makes it easy to integrate monitoring with tools you
already use like Nagios plugins, Chef, Graphite, InfluxDB, and PagerDuty.

Monitoring for Your Infrastructure


https://sensu.io/support
https://www.youtube.com/watch?v=jUW4rAqazwA

Monitoring is the action of observing and checking the behaviors and outputs of a system
and its components over time. - Greg Poirier, Monitorama 2016
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Sensu is an agent-based monitoring tool that you install on your organization’s infrastructure.The
Sensu agent gives you visibility into everything you care about; the Sensu server gives you flexible,
automated workflows to route metrics and alerts.

Monitor containers, instances, applications, and on-premises infrastructure

Sensu is designed to monitor everything from the server closet to the cloud.Install the Sensu agent on
the hosts you want to monitor, integrate with the Sensu API, or take advantage of proxy entities to
monitor anything on your network.Sensu agents automatically register and de-register themselves with
the Sensu server, so you can monitor ephemeral infrastructure without getting overloaded with alerts.

Better incident response with filterable, context-rich alerts

Get meaningful alerts when and where you need them.Use event filters to reduce noise and check
hooks to add context and speed up incident response.Sensu integrates with the tools and services your
organization already uses like PagerDuty, Slack, and more.Check out Bonsai, the Sensu asset index,
or write your own Sensu Plugins in any language.

Collect and store metrics with built-in support for industry-standard tools

Know what’s going on everywhere in your system.Sensu supports industry-standard metric formats like
Nagios Performance Data, Graphite Plaintext Protocol, InfluxDB Line Protocol, OpenTSDB Data
Specification, and StatsD metrics.Use the Sensu agent to collect metrics alongside check results, then


https://vimeo.com/173610062
https://bonsai.sensu.io/assets/sensu/sensu-pagerduty-handler
https://bonsai.sensu.io/assets/sensu/sensu-slack-handler
https://bonsai.sensu.io/
http://localhost:1313/plugins/latest/reference/

use the event pipeline to route the data to a time series database like InfluxDB.

Intuitive APl and dashboard interfaces

Sensu includes a dashboard to provide a unified view of your entities, checks, and events, as well as a
user-friendly silencing tool.The Sensu API and the sensuctl command-line tool allow you (and your
internal customers) to create checks, register entities, manage configuration, and more.

Open core software backed by Sensu Inc.

Sensu Go’s core is open source software, freely available under apermissive MIT License and publicly
available on GitHub.Learn about support packages and license-activated features designed for
monitoring at scale.


https://influxdata.com/
https://github.com/sensu/sensu-go/blob/master/LICENSE
https://github.com/sensu/sensu-go
https://sensu.io/support

Sensu Go release notes

Contents

5.4.0 release notes
5.3.0 release notes
5.2.1 release notes
5.2.0 release notes
5.1.1 release notes
5.1.0 release notes
5.0.1 release notes
5.0.0 release notes

Versioning

Sensu Go adheres to semantic versioning using MAJOR.MINOR.PATCH release numbers, starting at
5.0.0. MAJOR version changes indicate incompatible APl changes; MINOR versions add backwards-
compatible functionality; PATCH versions include backwards-compatible bug fixes.

Upgrading

Read the upgrade guide for information on upgrading to the latest version of Sensu Go.

5.4.0 release notes

March 27, 2019 — The latest release of Sensu Go, version 5.4.0, is now available for download. This
release has some very exciting feature additions including the introduction of our new homepage. 5.4.0
also includes support for API pagination to more efficiently handle large data sets and agent buffering
for robustness in lower connectivity situations along with key bug fixes.See the upgrade guide to
upgrade Sensu to version 5.4.0.

NEW FEATURES:


https://semver.org/spec/v2.0.0.html
http://localhost:1313/sensu-go/latest/installation/upgrade
http://localhost:1313/sensu-go/latest/installation/upgrade

The Sensu dashboard now includes a homepage designed to highlight the most important monitoring
data, giving you instant insight into the state of your infrastructure. See the dashboard docs for a
preview.

The Sensu API now supports pagination using the 1imit and continue query parameters, letting
you limit your API responses to a maximum number of objects and making it easier to handle large
data sets. See the API overview for more information.

Sensu now surfaces internal metrics using the /metrics API. See the metrics API reference for more
information.

IMPROVEMENTS:

Sensu now lets you specify a separate TLS certificate and key to secure the dashboard. See the
backend reference to configure the dashboard-cert-file and dashboard-key-file flags, and
check out the guide to securing Sensu for the complete guide to making your Sensu instance
production-ready.

The Sensu agent events API now queues events before sending them to the backend, making the
agent events APl more robust and preventing data loss in the event of a loss of connection with the
backend or agent shutdown. See the agent reference for more information.

FIXES:

The backend now processes events without persisting metrics to etcd.

The events APl POST and PUT endpoints now add the current timestamp to new events by default.
The users API now returns a 404 response code in the event that a username cannot be found.

The sensuctl command line tool now correctly accepts global flags when passed after a sub-command
flag (for example: --format yaml --namespace development ).

The sensuctl handler delete and sensuctl filter delete commands now correctly delete
resources from the currently configured namespace.

The agent now terminates consistently on SIGTERM and SIGINT.

In the event of a loss of connection with the backend, the agent now attempts to reconnect to any
backends specified in its configuration.

The dashboard now handles cases in which the creator of a silence is inaccessible.

The dashboard event details page now displays “-” in the command field if no command is associated
with the event.

5.3.0 release notes

March 11, 2019 — The latest release of Sensu Go, version 5.3.0, is now available for download. This
release has some very exciting feature additions and key bug fixes. 5.3.0 enables Active Directory to
be configured as an authentication provider with a valid license key. Additionally, round robin
scheduling has been fully re-implemented and is available for use.See the upgrade guide to upgrade
Sensu to version 5.3.0.


http://localhost:1313/sensu-go/latest/installation/upgrade

NEW FEATURES:

Round-robin check scheduling lets you distribute check executions evenly over a group of Sensu
agents. To enable round-robin scheduling, setthe round robin check attribute to true . See the
check reference for more information.

Sensu now provides license-activated support for using Microsoft Active Directory as an external
authentication provider. Read the authentication guide to configure Active Directory, and check out the
getting started guide for more information about licensing.

The dashboard now features offline state detection and displays an alert banner in the event that the
dashboard loses connection to the backend.

IMPROVEMENTS:

The agent socket event format now supports the handlers attribute, giving you the ability to send
socket events to a Sensu pipeline. See the agent reference to learn more about creating and handling
monitoring events using the agent socket.

Assets now feature improved download performance using buffered 1/0.

The sensuctl CLI now uses a 15-second timeout period when connecting to the Sensu backend.

The dashboard now includes expandable configuration details sections on the check and entity pages.
You can now use the dashboard to review check details like command, subscriptions, and scheduling,
as well as entity details like platform, IP address, and hostname.

SECURITY:

Sensu Go 5.3.0 fixes all known TLS vulnerabilities affecting the backend, including increasing the

minimum supported TLS version to 1.2 and removing all ciphers except those with perfect forward

secrecy.

Sensu now enforces uniform TLS configuration for all three backend components: apid , agentd ,
dashboardd .

The backend no longer requires the trusted-ca-file flag when using TLS.

The backend no longer loads server TLS configuration for the HTTP client.

FIXES:

Sensu can now download assets with download times over 30 seconds without timing out.

The agent now communicates entity subscriptions to the backend in the correct format.

Sensu no longer includes the edition configuration attribute or header.

DNS resolution in Alpine Linux containers now uses the built-in Go resolver instead of the glibc
resolver.

The sensuctl user list command can now output yaml and wrapped-json formats when used
with the --format flag.

The dashboard check details page now displays long commands correctly.


http://localhost:1313/sensu-go/5.3/reference/checks#spec-attributes
http://localhost:1313/sensu-go/5.3/getting-started/enterprise
http://localhost:1313/sensu-go/5.3/installation/auth
http://localhost:1313/sensu-go/5.3/getting-started/enterprise
http://localhost:1313/sensu-go/5.3/reference/agent#creating-monitoring-events-using-the-agent-tcp-and-udp-sockets

The dashboard check details page now displays the timeout attribute correctly.

5.2.1 release notes

February 11, 2019 — The latest release of Sensu Go, version 5.2.1, is now available for download.
This release is a stability release with a key bug fix for proxy check functionality.See the upgrade guide
to upgrade Sensu to version 5.2.1.

FIXES:

Sensu agents now execute checks for proxy entities at the expected interval.

5.2.0 release notes

February 7, 2019 — The latest release of Sensu Go, version 5.2.0, is now available for download.
This release has a ton of exciting content, including the availability of our first enterprise-only features.
For more details on these features, see our blog post. 5.2.0 also has some key improvements and
fixes; we added support for self-signed CA certificates for sensuctl, check output truncation, and the
ability to manage silencing from the event details page on our web Ul just to name a few.See the
upgrade guide to upgrade Sensu to version 5.2.0.

IMPORTANT:

Due to changes in the release process, Sensu binary-only archives are now named following the
pattern sensu-enterprise-go 5.2.0 $OS SARCH.tar.gz , Where $OS is the operating system name
and $ARCH is the CPU architecture. These archives include all files in the top level directory. See the
installation guide for the latest download links.

NEW FEATURES:

Announcing our first enterprise-only features for Sensu Go: LDAP authentication, the Sensu
ServiceNow handler, and the Sensu JIRA handler. See the getting started guide for more information.
Sensu now provides the option to limit check output size or to drop check outputs following metric
extraction. See the checks reference for more information.

IMPROVEMENTS:

Sensu now includes support for Debian 8 and 9. See the installation guide to install Sensu for Debian.
Sensu’s binary-only distribution for Linux is now available for armé4 , armv5 , armvé , armv7 , and


http://localhost:1313/sensu-go/latest/installation/upgrade
https://blog.sensu.io/enterprise-features-in-sensu-go
http://localhost:1313/sensu-go/latest/installation/upgrade
http://localhost:1313/sensu-go/5.2/installation/install-sensu
http://localhost:1313/sensu-go/5.2/installation/auth
https://bonsai.sensu.io/assets/sensu/sensu-servicenow-handler
https://bonsai.sensu.io/assets/sensu/sensu-servicenow-handler
https://bonsai.sensu.io/assets/sensu/sensu-jira-handler
http://localhost:1313/sensu-go/5.2/getting-started/enterprise
https://docs.sensu.io/sensu-go/5.2/reference/checks/#check-output-truncation-attributes
http://localhost:1313/sensu-go/5.2/installation/install-sensu

386 in additionto amdé4 . See the installation guide for download links.
The Sensu dashboard now provides the ability to silence and unsilence events from the events page.
The Sensu dashboard entity page now displays the platform version and deregistration configuration.
sensuctl now supports TLS configuration options, allowing you to use a self-signed certificate without
adding it to the operating system’s CA store, either by explicitly trusting the signer or by disabling TLS
hostname verification. See the sensuctl reference for more information.
sensuctl now provides action-specific confirmation messages, like Created , Deleted , and
Updated .

FIXES:

Check TTL failure events now persist through cluster member failures and cluster restarts.
The Sensu backend now correctly handles errors for missing keepalive events.

Token substituted values are now omitted from event data to protect sensitive information.
Sensu now correctly processes keepalive and check TTL states following entity deletion.
sensuctl can now run sensuctl version Wwithout being configured.

When disabling users, sensuctl now provides the correct prompt for the action.

5.1.1 release notes

January 24, 2019 — The latest patch release of Sensu Go, version 5.1.1, is now available for
download. This release includes some key fixes and improvements, including refactored keepalive
functionality with increased reliability. Additionally, based on Community feedback, we have added
support for the Sensu agent and sensuctl for 32-bit Windows systems.See the upgrade guide to
upgrade Sensu to version 5.1.1.

NEW FEATURES:

Sensu now includes a sensuctl command and API endpoint to test user credentials. See the access
control reference and API docs for more information.

IMPROVEMENTS:

The Sensu agent and sensuctl tool are now available for 32-bit Windows. See the installation guide for
instructions.

Keepalive events now include an output attribute specifying the entity name and time last sent.

The Sensu backend includes refactored authentication and licensing to support future enterprise
features.

SECURITY:


http://localhost:1313/sensu-go/5.2/installation/install-sensu
http://localhost:1313/sensu-go/5.2/sensuctl/reference/#global-flags
http://localhost:1313/sensu-go/latest/installation/upgrade
http://localhost:1313/sensu-go/5.1/reference/rbac#managing-users
http://localhost:1313/sensu-go/5.1/reference/rbac#managing-users
http://localhost:1313/sensu-go/5.1/api/auth
http://localhost:1313/sensu-go/5.1/installation/install-sensu

Sensu 5.1.1 is built with Go version 1.11.5. Go 1.11.5 addresses a security vulnerability impacting TLS
handshakes and JWT tokens. See the CVE for more information.

FIXES:

Keepalive events now continue to execute after a Sensu cluster restarts.

When requested, on-demand check executions now correctly retrieve asset dependencies.

Checks now maintain a consistent execution schedule following updates to the check definition.
Proxy check request errors now include the check name and namespace.

When encountering an invalid line during metric extraction, Sensu now logs an error and continues
extraction.

sensuctl now returns an error when attempting to delete a non-existent entity.

sensuctl now removes the temporary file it creates when executing the sensuctl edit command.
The Sensu dashboard now recovers from errors correctly when shutting down.

The Sensu dashboard includes better visibility for buttons and menus in the dark theme.

5.1.0 release notes

December 19, 2018 — The latest release of Sensu Go, version 5.1.0, is now available for download.
This release includes an important change to the Sensu backend state directory as well as support for
Ubuntu 14.04 and some key bug fixes.See the upgrade guide to upgrade Sensu to version 5.1.0.

IMPORTANT:

NOTE: This applies only to Sensu backend binaries downloaded from s3-us-west-
2.amazonaws.com/sensu.io/sensu-go , hot to Sensu RPM or DEB packages.For Sensu backend
binaries, the default state-dir iSnow /var/lib/sensu/sensu-backend instead of
/var/lib/sensu . To upgrade your Sensu backend binary to 5.1.0, make sure your
/etc/sensu/backend.yml configuration file specifies a state-dir . See the upgrade guide for more
information.

NEW FEATURES:

Sensu agents now include trusted-ca-file and insecure-skip-tls-verify configuration flags,
giving you more flexibility with certificates when connecting agents to the backend over TLS.

IMPROVEMENTS:
Sensu now includes support for Ubuntu 14.04.

FIXES:


https://nvd.nist.gov/vuln/detail/CVE-2019-6486
http://localhost:1313/sensu-go/latest/installation/upgrade
http://localhost:1313/sensu-go/5.1/installation/upgrade#upgrading-sensu-backend-binaries-to-5-1-0
http://localhost:1313/sensu-go/5.1/reference/agent

The Sensu backend now successfully connects to an external etcd cluster.

SysVinit scripts for the Sensu agent and backend now include correct run and log paths.

Once created, keepalive alerts and check TTL failure events now continue to occur until a successful
event is observed.

When querying for an empty list of assets, sensuctl and the Sensu API now return an empty array
instead of null.

The sensuctl create command now successfully creates hooks when provided with the correct
definition.

The Sensu dashboard now renders status icons correctly in Firefox.

5.0.1 release notes

December 12, 2018 — Sensu Go 5.0.1 includes our top bug fixes following last week’s general
availability release.See the upgrade guide to upgrade Sensu to version 5.0.1.

FIXED:

The Sensu backend can now successfully connect to an external etcd cluster.

The Sensu dashboard now sorts silences in ascending order, correctly displays status values, and
reduces shuffling in the event list.

Sensu agents on Windows now execute command arguments correctly.

Sensu agents now correctly include environment variables when executing checks.

Command arguments are no longer escaped on Windows.

Sensu backend environments now include handler and mutator execution requests.

5.0.0 release notes

December 5, 2018 — We’re excited to announce the general availability release of Sensu Go!Sensu
Go is the flexible monitoring event pipeline, written in Go and designed for container-based and hybrid-
cloud infrastructures.Check out the Sensu blog for more information about Sensu Go and version 5.0.

For a complete list of changes from Beta 8-1, see the Sensu Go changelog.Going forward, this page
will be the official home for the Sensu Go changelog and release notes.

To get started with Sensu Go:

Download the sandbox
Install Sensu Go


http://localhost:1313/sensu-go/latest/installation/upgrade
https://blog.sensu.io/sensu-go-is-here
https://github.com/sensu/sensu-go/blob/master/CHANGELOG.md#500---2018-11-30
https://github.com/sensu/sandbox/tree/master/sensu-go/core
http://localhost:1313/sensu-go/5.0/installation/install-sensu

Get started monitoring server resources


http://localhost:1313/sensu-go/5.0/guides/monitor-server-resources

Get started with Sensu

Contents

Learn Sensu in 15 minutes

Create your first monitoring event pipeline using a local development environment pre-installed with
the essential Sensu stack.

Download the sandbox and learn Sensu Go
See more sandbox lessons
Join the community

Install Sensu Go (free tier)

Sensu Go is the flexible monitoring event pipeline, designed for container-based and multi-cloud
infrastructures.Get started with the free tier by installing an official Sensu distribution.

Install Sensu Go
Discover Sensu assets
Learn about license-activated features

Monitor at scale (licensed tier)

Sensu Inc. offers support packages for Sensu Go as well as license-activated features designed for
monitoring at scale.

Learn about license-activated features

Contact the sales team for a free trial
Activate your Sensu license

Build from source (OSS tier)

Sensu Go’s core is open source software, freely available under an MIT license.


https://sensu.io/community
https://bonsai.sensu.io/
https://sensu.io/products
https://sensu.io/products
https://sensu.io/sales/

Visit Sensu Go on GitHub
Learn about OSS-tier features
Build from source


https://github.com/sensu/sensu-go
https://sensu.io/products
https://github.com/sensu/sensu-go/blob/master/CONTRIBUTING.md#building

Getting started with license-activated
features
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Sensu Go offers license-activated features designed for monitoring at scale.[Contact the Sensu sales
team for a personalized demo and free trial.License-activated features are available for all Sensu Go
packages and downloads.See the products page for a complete feature comparison.

License-activated features in Sensu Go

Manage your monitoring checks from your browser: Create, edit, and delete checks using the
Sensu web UI.

Authentication providers: Scale Sensu role-based access control with LDAP and Active Directory
integrations.

Resource filtering in the Sensu APl and sensuctl command-line tool: Designed for large
installations, label and field selectors let you filter Sensu API and sensuctl responses using custom
labels and resource attributes such as event status and check subscriptions.

Enterprise-tier assets: Connect your monitoring event pipelines to industry-standard tools like
ServiceNow and Jira with enterprise-tier assets.

Enterprise-class support: Sensu support gives you the assurance that help is available if you need it.
Our expert in-house team offers best-in-class support to help get you up and running smoothly.

Contact us for a free trial

For a personalized demo and free trial of license-activated features in Sensu Go, contact the Sensu
sales team.You can manage your Sensu account and contact support through account.sensu.io.

Contact the Sensu sales team

Log in to your Sensu account
Contact Sensu support

Get started with license-activated features in Sensu Go


https://sensu.io/sales/
https://sensu.io/sales/
https://sensu.io/products
https://bonsai.sensu.io/assets?tiers%5B%5D=4
https://sensu.io/support/
https://sensu.io/sales/
https://sensu.io/sales/
https://account.sensu.io/
https://sensu.io/sales/
https://account.sensu.io/
https://account.sensu.io/support

If you haven’t already, install the Sensu Go backend, agent, and sensuctl tool and configure sensuctl.

Log in to your Sensu account at account.sensu.ioand download your license file using the “Download
license” link.

Sensu account: Download Sensu license.

Sensu Go License

View and download your Sensu Go license key.

Account ID
44

Billing Email
- oee s fffftemmn e e

Issued
February 19, 2019

Expires
February 19, 2020

IIIIIIHHHHHHHIHHHHHHIIIIII

With the license file downloaded, you can activate your license using sensuctl.
sensuctl create --file sensu license.json

You can use sensuctl to view your license details at any time.
sensuctl license info

See these resources to get started using license-activated features in Sensu Go.

Set up authentication providers
Get started with assets


https://account.sensu.io/

Manage your Sensu license
Log in to your Sensu account
Contact Sensu support


https://account.sensu.io/
https://account.sensu.io/support

Sensu live demo

Contents
See a live demo of the Sensu dashboard (log in with username guest and password i<3sensu ).

Explore the entities page to see what Sensu is monitoring, the events page to see the latest monitoring
events, and the checks page to see active service and metric checks.

You can also use the demo to try out sensuctl, the Sensu command line tool.First, install sensuctl on

your workstation, then configure sensuctl to connect to the demo.

sensuctl configure

? Sensu Backend URL: https://caviar.tf.sensu.io:8080
? Username: guest

? Password: i<3sensu

? Namespace: default

? Preferred output format: tabular
You should now be able to see the latest monitoring events.

sensuctl event list
See the sensuctl quickstart to get started using sensuctl.

About the demo

The Caviar project shown in the demo monitors the Sensu docs site using a licensed Sensu cluster of
three backends.


https://caviar.tf.sensu.io:3000/
https://caviar.tf.sensu.io:3000/default/entities
https://caviar.tf.sensu.io:3000/default/events
https://caviar.tf.sensu.io:3000/default/checks

Sensu sandbox

Contents

Welcome to the Sensu sandbox! The sandbox is the best place to get started with Sensu and try out
new features.

Learn Sensu

Start here: Building your first monitoring workflow

Container monitoring

Container and application monitoring with Sensu: Monitoring a sample app on Kubernetes

Metrics

Sensu + Prometheus: Collecting Prometheus metrics with Sensu

Upgrading from Sensu 1.x to Sensu Go

Sensu translator: Translating check configuration


https://github.com/sensu/sandbox/tree/master/sensu-go/lesson_plans/check-upgrade

Glossary of Terms
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Agent

A lightweight client that runs on the infrastructure components you want to monitor.Agents self-register
with the backend, send keepalive messages, and execute monitoring checks.Each agent belongs to
one or more subscriptions that determine which checks the agent runs.An agent can run checks on the
entity it's installed on or by connecting to a remote proxy entity. Read more.

Asset

An asset is an executable that a check, handler, or mutator can specify as a dependency.Assets must
be a tar archive (optionally gzipped) with scripts or executables within a bin folder.At runtime, the
backend or agent installs required assets using the specified URL.Assets let you manage runtime
dependencies without using configuration management tools.Read more.

Backend

A flexible, scalable monitoring event pipeline.The backend processes event data using filters, mutators,
and handlers.lt maintains configuration files, stores recent event data, and schedules monitoring
checks.You can interact with the backend using the APIl, command line, and dashboard interfaces.
Read more.

Check

A recurring check run by the agent to determine the state of a system component or collect metrics.The
backend is responsible for storing check definitions, scheduling checks, and processing event data.
Check definitions specify the command to be executed, an interval for execution, one or more
subscriptions, and one or more handlers to process the resulting event data.Read more.

Check hook



A command executed by the agent in response to a check result, before creating a monitoring event.
Hooks create context-rich events by gathering related information based on the check status.Read
more.

Check token

A placeholder used in a check definition that the agent replaces with local information before executing
the check.Tokens let you fine-tune check attributes (like thresholds) on a per-entity level while re-using
the check definition.Read more.

Entity
Infrastructure components that you want to monitor.Each entity runs an agent that executes checks and

creates events.Events can be tied to the entity where the agent runs or a proxy entity that the agent
checks remotely.Read more.

Event
A representation of the state of an infrastructure component at a point in time, used by the backend to

power the monitoring event pipeline.Event data includes the result of the check or metric (or both), the
executing agent, and a timestamp.Read more.

Filter

Logical expressions that handlers evaluate before processing monitoring events.Filters can instruct
handlers to allow or deny matching events based on day, time, namespace, or any attribute in the
event data.Read more.

Handler

A component of the monitoring event pipeline that acts on events.Handlers can send monitoring event
data to an executable (or handler plugin), a TCP socket, or a UDP socket.Read more.

Mutator

An executable run by the backend prior to the handler to transform event data./Read more.



Plugin
Sensu Plugins are executables designed to work with Sensu event data, either as a check plugin,

mutator plugin, or handler plugin.You can write your own check executables in Go, Ruby, Python, and
more, or use one of over 200 plugins shared by the Sensu Community. Read more.

Proxy Entity
Components of your infrastructure that can’t run the agent locally (like a network switch or a website)

but still need to be monitored.Agents create events with information about the proxy entity in place of
the local entity when running checks with a specified proxy entity id.Read more.

RBAC

Role-based access control (RBAC) is Sensu’s local user management system.RBAC lets you manage
users and permissions with namespaces, users, roles, and role bindings.Read more.

Resources
Objects within Sensu that can be used to specify access permissions in Sensu roles and cluster roles.

Resources can be specific to a namespace (like checks and handlers) or cluster-wide (like users and
cluster roles).Read more.

Sensuct!

Command line tool that lets you interact with the backend.You can use sensuctl to create checks, view
events, create users, manage cluster, and more.Read more.

Silencing

Silences allow you to suppress execution of event handlers on an ad-hoc basis.You can use silencing
to schedule maintenances without being overloaded with alerts.Read more.



Sensu frequently asked questions
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Thank you for visiting the Sensu FAQ!For a list of Sensu terms and definitions, see the glossary.

What platforms does Sensu support?
Is Sensu available as a hosted solution?
What are the hardware requirements for running a Sensu backend?

Is there an enterprise version of Sensu Go?
What'’s the difference between the OSS tier, free tier, and licensed tier?

How can | contact the Sensu sales team?

What can | monitor with Sensu?

Does Sensu include a time series database for long-term storage?

Can | connect Sensu Go to clients and servers from earlier versions of Sensu Core and Sensu
Enterprise?

Can | upgrade my Sensu version 1.x deployment to Sensu Go?

Which ports does Sensu use?

Can one Sensu backend monitor multiple sites?

Is it possible to use Uchiwa with Sensu Go?

What platforms does Sensu support?

Sensu Go is available for Linux, Windows (agent and CLI only), macOS (CLI only), and Docker.See the

list of supported platforms and the installation guide for more information.

Is Sensu available as a hosted solution?

No, Sensu is installed on your organization’s infrastructure alongside other applications and services.

See the list of supported platforms and the installation guide for more information.

What are the hardware requirements for running a Sensu



backend?

See the hardware requirements guide for minimum and recommended hardware to run a Sensu
backend.

|s there an enterprise version of Sensu Go?

Yes! Sensu Inc. offers support packages for Sensu Go as well as license-activated features designed
for monitoring at scale.Contact the Sensu sales team for a personalized demo, and see the getting
started guide for more information.

What's the difference between the OSS tier, free tier, and
licensed tier?

See the Enterprise page for a complete comparison.

How can | contact the Sensu sales team?

We’d love to chat about solving your organization’s monitoring challenges with Sensu.Get in touch with
us using this form.

What can | monitor with Sensu?

Sensu supports a wide range of plugins for monitoring everything from the server closet to the cloud.
Install the Sensu agent on the hosts you want to monitor, integrate with the Sensu API, or take
advantage of proxy entities to monitor anything on your network.

Sensuctl integrates with Bonsai, the Sensu asset index, where you'll find plugins, libraries, and
runtimes you need to automate your monitoring workflows. If you want to add your own asset to the

index, read the guide for sharing an asset on Bonsai.

You can also check out the 200+ plugins shared in the Sensu plugins community—including monitoring
checks for AWS, Jenkins, Puppet, InfluxDB, and SNMP—-or write your own Sensu Plugins in any

language using the Sensu Plugins spec.
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https://github.com/sensu-plugins
https://github.com/sensu-plugins/sensu-plugins-aws
https://github.com/sensu-plugins/sensu-plugins-jenkins
https://github.com/sensu-plugins/sensu-plugins-puppet
https://github.com/sensu-plugins/sensu-plugins-influxdb
https://github.com/sensu-plugins/sensu-plugins-snmp
https://docs.sensu.io/plugins/1.0/reference/#the-sensu-plugin-specification

Does Sensu include a time series database for long-term
storage?

No, Sensu does not store event data.We recommend integrating Sensu with a time series database,
like InfluxDB, to store event data.See the guide to storing metrics with InfluxDB to get started.

Can | connect Sensu Go to clients and servers from earlier
versions of Sensu Core and Sensu Enterprise?

No, Sensu Go agents and backends are not compatible with Sensu Core or Sensu Enterprise services.

Can | upgrade my Sensu version 1.x deployment to Sensu
Go?

Sensu Go is a complete redesign of the original Sensu; it uses separate packages, dependencies, and
data models to bring you powerful new features.See the Sensu Go release announcement for more
information.Due to these changes, some features of Sensu 1.x are no longer supported in Sensu Go,
such as standalone checks.To upgrade your Sensu 1.x deployment to Sensu Go, you'll need to
translate your Sensu 1.x configuration to the format expected by Sensu Go and install the new Sensu
Go services on your infrastructure.The Sensu Go upgrade guide includes a detailed feature comparison
between Sensu Go and Sensu 1.x as well as tools to help you get started.

Which ports does Sensu use?

The Sensu backend uses:

2379 (HTTP/HTTPS) Sensu storage client: Required for Sensu backends using an external etcd
instance

2380 (HTTP/HTTPS) Sensu storage peer: Required for other Sensu backends in a cluster

3000 (HTTP/HTTPS) Sensu dashboard: Required for all Sensu backends using a Sensu dashboard
8080 (HTTP/HTTPS) Sensu API: Required for all users accessing the Sensu API

8081 (WS/WSS) Agent API: Required for all Sensu agents connecting to a Sensu backend

The Sensu agent uses:


https://www.influxdata.com/
https://blog.sensu.io/sensu-go-is-here

3030 (TCP/UDP) Sensu agent socket: Required for Sensu agents using the agent socket
3031 (HTTP) Sensu agent API: Required for all users accessing the agent API
8125 (UDP, TCP on Windows) StatsD listener: Required for all Sensu agents using the StatsD listener

The agent TCP and UDP sockets are deprecated in favor of the agent API.

For more information, see the guide to securing Sensu.

Can one Sensu backend monitor multiple sites?

Yes, as long as the port requirements described above are met, a single Sensu backend can monitor
Sensu agents at multiple sites.

Is it possible to use Uchiwa with Sensu Go?

Due to Sensu Go’s implementation, it is not possible to use Uchiwa with Sensu Go. Sensu Go does
have a built-in dashboard that you can use to visually interact with your Sensu Go deployment.



Sensu Go media

Contents

Talks

Greg Poirier - Sensu Go Deep Dive at Sensu Summit 2017
Greg Poirier - Sensu Go Assets
Sean Porter, Influx Days - Data Collection & Prometheus Scraping with Sensu 5.0

Blog posts

Simon Plourde: Understanding RBAC in Sensu Go

Sean Porter: Self-service monitoring checks in Sensu Go

Christian Michel - How to monitor 1,000 network devices using Sensu Go and Ansible
Eric Chlebek - Filters: valves for the Sensu monitoring event pipeline

Greg Schofield - Sensu Habitat Core Plans are Here

Nikki Attea - Check output metric extraction with InfluxDB & Grafana

Jef Spaleta - Migrating to 5.0
Anna Plotkin - Sensu Go is here!

Tutorials

Sensu sandbox tutorials

Podcasts

Sensu Community Chat November 2018

NOTE: Prior to October 2018, Sensu Go was known as Sensu 2.0.
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https://blog.sensu.io/understanding-rbac-in-sensu-go
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https://blog.sensu.io/filters-valves-for-the-sensu-monitoring-event-pipeline
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Installing Sensu

Contents

Select a platform from the dropdown above.Sensu Go is available for Linux, Windows (agent and CLI
only), macOS (CLI only), and Docker.See the list of supported platforms for more information.Sensu
downloads are provided under the Sensu License.

In addition to packages, a binary-only distribution for Linux is available for amdé4 , armé64 , armv5 ,
armvé , armv? ,and 386 architectures.See the verifying Sensu guide to verify your download using
checksums.

Install the Sensu backend

The Sensu backend is available for Ubuntu/Debian, RHEL/CentOS, and Docker.

1. Install the package

Ubuntu/Debian

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.deb.sh |

sudo bash

Install the sensu-go-backend package.

sudo apt-get install sensu-go-backend


https://sensu.io/sensu-license
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_amd64.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_arm64.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_armv5.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_armv6.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_armv7.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_linux_386.tar.gz

RHEL/CentOS

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.rpm.sh |

sudo bash

Install the sensu-go-backend package.

sudo yum install sensu-go-backend

2. Create the configuration file

Copy the example backend config file to the default config path.

sudo cp /usr/share/doc/sensu-go-backend-5.4.0/backend.yml.example

/etc/sensu/backend.yml

NOTE: The Sensu backend can be configured using a /etc/sensu/backend.yml configuration file or
using sensu-backend start configuration flags. For more information, see the backend reference.

3. Start the service

Start the backend using a service manager.

sudo service sensu-backend start

Verify that the backend is running.

service sensu-backend status



Next steps

Now that you’ve installed the Sensu backend:

Install the Sensu agent
Install sensuctl

Sign in to the dashboard

Install the Sensu agent

The Sensu agent is available for Ubuntu/Debian, RHEL/CentOS, Windows, and Docker.

1. Install the package

Ubuntu/Debian

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.deb.sh |

sudo bash
Install the sensu-go-agent package.

sudo apt-get install sensu-go-agent

RHEL/CentOS

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.rpm.sh |

sudo bash



Install the sensu-go-agent package.

sudo yum install sensu-go-agent

Windows

Download the Sensu agent for Windows amdé4 .

Invoke-WebRequest https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-
enterprise-go 5.4.0 windows amd64.tar.gz -OutFile "Senv:userprofile\sensu-

enterprise-go 5.4.0 windows amd64.tar.gz"

Or download the Sensu agent for Windows 386 .

Invoke-WebRequest https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-
enterprise-go 5.4.0 windows 386.tar.gz -OutFile "S$env:userprofile\sensu-enterprise-

go 5.4.0 windows amd64.tar.gz"

See the verifying Sensu guide to verify your download using checksums.

2. Create the configuration file

Linux

Copy the example agent config file to the default config path.

sudo cp /usr/share/doc/sensu-go-agent-5.4.0/agent.yml.example /etc/sensu/agent.yml

NOTE: The Sensu agent can be configured using a /etc/sensu/agent.yml configuration file or
using sensu-agent start configuration flags. For more information, see the agent reference.


https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_amd64.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_amd64.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_386.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_386.tar.gz

Windows

Download the example agent configuration file and save it as

C:\\ProgramData\sensu\config\agent.yml

3. Start the service

Linux

Start the agent using a service manager.

sudo service sensu-agent start

Verify that the agent is running.

service sensu-agent status

Windows

Coming soon.

Next steps
Now that you've installed the Sensu agent:

Install sensuctl
Create a monitoring event

Install sensuctl

Sensu Go can be configured and used with the sensuctl command line utility.Sensuctl is available for
Ubuntu/Debian, RHEL/CentOS, Windows, and macOS.


https://github.com/sensu/sensu-go/blob/5.1.1/packaging/files/windows/agent.yml.example

1. Install the package

Ubuntu/Debian

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.deb.sh |

sudo bash

Install the sensu-go-cli package.

sudo apt-get install sensu-go-cli

RHEL/CentOS

Add the Sensu repository.

curl -s https://packagecloud.io/install/repositories/sensu/stable/script.rpm.sh |

sudo bash

Install the sensu-go-cli package.

sudo yum install sensu-go-cli

Windows

Download sensuctl for Windows amdé4 .

Invoke-WebRequest https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-

enterprise-go 5.4.0 windows amdé64.tar.gz -OutFile C:\Users\Administrator\sensu-


https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_amd64.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_amd64.tar.gz

enterprise-go 5.4.0 windows amdé64.tar.gz

Or download sensuctl for Windows 386 .

Invoke-WebRequest https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-
enterprise-go 5.4.0 windows 386.tar.gz -OutFile C:\Users\Administrator\sensu-

enterprise-go 5.4.0 windows 386.tar.gz

See the verifying Sensu guide to verify your download using checksums.

macOS

Download the latest release. See the verifying Sensu guide to verify your download using checksums.

curl -LO https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-

enterprise-go 5.4.0 darwin amdé64.tar.gz

Extract the archive.

tar -xvf sensu-enterprise-go 5.4.0 darwin amdé64.tar.gz

Copy the executable into your PATH.

sudo cp sensuctl /usr/local/bin/

2. Configure sensuctl

You must configure sensuctl before it can connect to Sensu Go.Run  sensuctl configure to get
started.

$ sensuctl configure


https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_386.tar.gz
https://s3-us-west-2.amazonaws.com/sensu.io/sensu-go/5.4.0/sensu-enterprise-go_5.4.0_windows_386.tar.gz

? Sensu Backend URL: http://127.0.0.1:8080
? Username: admin

? PASSWOEElg WA iTwisisuises

? Namespace: default

? Preferred output format: tabular

By default, your Sensu installation comes with a user named admin with password pessword! .We
strongly recommended that you change the password immediately.Once authenticated, you can
change the password using the change-password command.

$ sensuctl user change-password --interactive

? Current Password: Kk ok ok Kk ok ok Kk
? Password: KKk ok Kk Kk K K
? Confirm: K,k K kKK KKk K

You can change individual values of your sensuctl configuration with the config subcommand.

sensuctl config set-namespace default

See the sensuctl reference for more information about using sensuctl.

3. Activate licensed-tier features

Sensu Inc. offers support packages for Sensu Go as well as license-activated features designed for
monitoring at scale.To learn more about license-activated features in Sensu Go, contact the Sensu
sales team.

If you already have a Sensu license, log in to your Sensu account and download your license file, then
activate your license using sensuctl.

sensuctl create --file sensu license.json

You can use sensuctl to view your license details at any time.


https://sensu.io/sales
https://sensu.io/sales
https://account.sensu.io/

sensuctl license info
For more information about license-activated features in Sensu Go, see the getting started guide.

Next steps

Now that you've installed sensuctl:

See the sensuctl quick reference
Create a monitoring event pipeline

Deploy Sensu with Docker

Sensu Go can be run via Docker or rkt using the sensu/sensu image. When running Sensu from
Docker there are a couple of things to take into consideration.

The backend requires four exposed ports and persistent storage. This example uses a shared
filesystem. Sensu Go is backed by a distributed database, and its storage should be provisioned
accordingly. We recommend local storage or something like Throughput Optimized or Provisioned
IOPS EBS if local storage is unavailable. The exposed ports are:

2380: Sensu storage peer listener (only other Sensu backends need access to this port)
3000: Sensu dashboard

8080: Sensu API (all users need access to this port)

8081: Agent API (all agents need access to this port)

We suggest, but do not require, persistent storage for Sensu backends and Sensu agents. The Sensu
agent will cache runtime assets locally for each check, and the Sensu backend will cache runtime
assets locally for each handler and mutator. This storage should be unique per sensu-backend/sensu-
agent process.

Start a Sensu backend

docker run -v /var/lib/sensu:/var/lib/sensu -d --name sensu-backend -p 2380:2380 -p

3000:3000 -p 8080:8080 -p 8081:8081 sensu/sensu:latest sensu-backend start


https://www.docker.com/
https://coreos.com/rkt
https://hub.docker.com/r/sensu/sensu/

Start a Sensu agent

In this case, we’re starting an agent with the webserver and system subscriptions as an example.This
assumes that the Sensu backend is running on another host named sensu.yourdomain.com.If you are
running these locally on the same system, add --1ink sensu-backend to your Docker arguments
and change the backend URL t0 --backend-url ws://sensu-backend:8081 .

docker run -v /var/lib/sensu:/var/lib/sensu -d --name sensu-agent sensu/sensu:latest
sensu-agent start --backend-url ws://sensu.yourdomain.com:8081 —--subscriptions

webserver, system --cache-dir /var/lib/sensu

NOTE: You can configure the backend and agent log levels by using the --log-level flag on either
process. Log levels include panic, fatal , error, warn, info ,and debug , defaulting to

warn .

sensuctl and Docker

It's best to install and run sensuctl locally and point it at the exposed API port for your the Sensu
backend.The sensuctl utility stores configuration locally, and you’ll likely want to persist it across uses.
While it can be run from the docker container, doing so may be problematic.



Installing Sensu Plugins
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Sensu’s functionality can be extended through the use of plugins.Plugins can provide executables for
performing status or metric checks, mutators for changing data to a desired format, or handlers for
performing an action on a Sensu event.

Installing plugins using assets

Assets are shareable, reusable packages that make it easy to deploy Sensu plugins. To get started
using and deploying assets, we recommend starting with this guide on installing assets. It has
everything you need to familiarize yourself with workflows involving assets.

Using the Bonsai Asset Index

Sensu’s Bonsai Asset Index provides a centralized place for downloading and sharing plugin assets. If
you ever need to find an asset, this is the first to stop. There, you’ll find plugins, libraries and runtimes
you need to automate your monitoring workflows. If you’d like to share your asset on Bonsai, we

recommend reading this guide on sharing your asset.

Installing plugins using the sensu-install tool

If you’'ve used previous versions of Sensu, you'll be familiar with the Sensu Plugins organization on
GitHub. While some of these plugins are Sensu Go-enabled, not all of them contain the components
necessary to work with Sensu Go. See individual plugin instructions for information about compatibility
with Sensu Go.

NOTE: Plugins found in the Sensu Plugins GitHub organization are community-maintained, meaning
that anyone can improve on a plugin found there. If you have a question about how you can get
involved in adding to, or providing a plugin, head to the Sensu Community Slack channel. Maintainers
are always happy to help answer questions and point you in the right direction.


http://localhost:1313/plugins/latest/reference
https://bonsai.sensu.io/
https://github.com/sensu-plugins
https://slack.sensu.io/

To use community plugins that are not yet Sensu Go-enabled, you'll need to use the sensu-install
tool. This tool comes with an embedded version of Ruby, so there’s no need for Ruby to be installed on
your system.

To install a Sensu Community Plugin with Sensu Go:

1. Install the sensu-plugins-ruby package from packagecloud.

2. Use the sensu-install command to install any plugins in the Sensu Plugins organization on
GitHub by repository name. Plugins are installed into /opt/sensu-plugins-
ruby/embedded/bin

sensu-install --help

Usage: sensu-install [options]

-h, --help Display this message

-v, —--verbose Enable verbose logging

-p, --plugin PLUGIN Install a Sensu PLUGIN

-P, --plugins PLUGIN[, PLUGIN] PLUGIN or comma-delimited list of Sensu plugins
to install

-e, ——extension EXTENSION Install a Sensu EXTENSION

-E, —-—extensions EXTENSION[,EXT] EXTENSION or comma-delimited list of Sensu
extensions to install

-s, —-source SOURCE Install Sensu plugins and extensions from a
custom SOURCE

-c, —--clean Clean up (remove) other installed versions of
the plugin(s) and/or extension(s)

-x, -—--proxy PROXY Install Sensu plugins and extensions via a

PROXY URL

For example, to install the Sensu InfluxDB Plugin:

sudo sensu-install -p influxdb

To install a specific version of the Sensu InfluxDB Plugin with sensu-install , run:

sudo sensu-install -p 'sensu-plugins-influxdb:2.0.0'


https://github.com/sensu-plugins
https://packagecloud.io/sensu/community
https://github.com/sensu-plugins
https://github.com/sensu-plugins
https://github.com/sensu-plugins/sensu-plugins-influxdb

We strongly recommend using a configuration management tool or using Sensu assets to pin the
versions of any plugins installed in production.

NOTE: If a plugin is not Sensu Go-enabled and there is not analog on Bonsai, it is possible to add the
necessary functionality. This guide on [discourse.sensu.io] will walk you through that process.

Troubleshooting the sensu-install tool
Some plugins, such as the Sensu Disk Checks Plugin, require additional tools to install successfully.
Depending on the plugin, you may need to install developer tool packages.

Ubuntu/Debian:

sudo apt-get update

sudo apt-get install build-essential

RHEL/CentOS:

sudo yum update

sudo yum groupinstall "Development Tools"


https://discourse.sensu.io/t/contributing-assets-for-existing-ruby-sensu-plugins/1165
https://github.com/sensu-plugins/sensu-plugins-disk-checks

Upgrading Sensu

Contents

Upgrading from 5.0.0 or later
Upgrading Sensu backend binaries t0 5.1.0
Upgrading from 1.x or later

Upgrading to the latest version of Sensu Go from 5.0.0 or
later

To upgrade to the latest version of Sensu Go from version 5.0.0 or later, first install the latest
packages.

Then restart the services.

NOTE: For systems using systemd , run sudo systemctl daemon-reload before restarting the
services.

# Restart the Sensu agent

sudo service sensu-agent restart

# Restart the Sensu backend

sudo service sensu-backend restart

You can use the version command to determine the installed version using the sensu-agent ,
sensu-backend , and sensuctl tools. For example: sensu-backend version .

Upgrading Sensu backend binaries to 5.1.0

NOTE: This applies only to Sensu backend binaries downloaded from s3-us-west-
2.amazonaws.com/sensu.io/sensu-go , hot to Sensu RPM or DEB packages.



For Sensu backend binaries, the default state-dir in5.1.0is now /var/lib/sensu/sensu-
backend instead of /var/lib/sensu .To upgrade your Sensu backend binary to 5.1.0, first download
the latest version, then make sure the /etc/sensu/backend.yml configuration file specifies a

state-dir .To continue using /var/lib/sensu asthe state-dir , add the following configuration
to /etc/sensu/backend.yml .

# /etc/sensu/backend.yml configuration to store backend data at /var/lib/sensu

state-dir: "/var/lib/sensu"

Then restart the backend.

Migrating to Sensu Go from Sensu Core 1.x

This guide provides general information for migrating your Sensu instance from Sensu Core 1.x to
Sensu Go 5.0.For instructions and tools to help you translate your Sensu configuration from Sensu
Core 1.x to Sensu Go, see the following resources.

Sensu translator project
Jef Spaleta - Check configuration upgrades with the Sensu Go sandbox

Sensu Go includes important changes to all parts of Sensu: architecture, installation, resource
definitions, event data model, check dependencies, filter evaluation, and more.Sensu Go also includes
a lot of powerful features to make monitoring easier to build, scale, and offer as a self-service tool to
your internal customers.

Packaging
Architecture

Entities

Checks

Events

Handlers

Eilters

Assets

Role-based access control

Silencing
Token substitution

Aggregates
API

Custom attributes


http://localhost:1313/sensu-core/1.6/
https://github.com/sensu/sensu-translator
https://blog.sensu.io/check-configuration-upgrades-with-the-sensu-go-sandbox

Packaging

Sensu is now provided as three packages: sensu-go-backend, sensu-go-agent, and sensu-go-cli
(sensuctl).This results in a fundamental change in Sensu terminology from Sensu Core 1.x: the server
is now the backend; the client is now the agent.To learn more about new terminology in Sensu Go, see

the glossary.

Architecture

The external RabbitMQ transport and Redis datastore in Sensu Core 1.x have been replaced with an
embedded transport and etcd datastore in Sensu Go.The Sensu backend and agent are configured
using YAML files or using the sensu-backend Or sensu-agent command-line tools, instead of using
JSON files.Sensu checks and pipeline elements are now configured via the API or sensuctl tool instead
of JSON files.See the backend, agent, and sensuctl reference docs for more information.

Entities

“Clients” are now represented within Sensu Go as abstract “entities” that can describe a wider range of
system components (network gear, web server, cloud resource, etc.)Entities include “agent entities”
(entities running a Sensu agent) and familiar “proxy entities”.See the entity reference and the guide to

monitoring external resources for more information.

Instead of prepending roundrobin to a subscription in the client definition, Sensu Go offers round-
robin checks via a round robin _attribute in the check definition.

Checks

Standalone checks are no longer supported in Sensu Go, although similar functionality can be
achieved using role-based access control, assets, and entity subscriptions.There are also a few
changes to check definitions to be aware of. The stdin check attribute is no longer supported in
Sensu Go, and Sensu Go no longer tries to run a “default” handler when executing a check without a
specified handler. Additionally, check subdues are not yet available in Sensu Go.

Check hooks are now a resource type in Sensu Go, meaning that hooks can be created, managed,
and reused independently of check definitions.You can also execute multiple hooks for any given
response code.


https://github.com/etcd-io/etcd/tree/master/Documentation
https://blog.sensu.io/self-service-monitoring-checks-in-sensu-go
https://blog.sensu.io/self-service-monitoring-checks-in-sensu-go

Events

All check results are now considered events and are processed by event handlers.You can use the
built-in incidents filter to recreate the Sensu Core 1.x behavior in which only check results with a non-
zero status are considered events.

Handlers

Transport handlers are no longer supported by Sensu Go, but you can create similar functionality using
a pipe handler that connects to a message bus and injects event data into a queue.

Filters

Ruby eval logic has been replaced with JavaScript expressions in Sensu Go, opening up powerful
possibilities to filter events based on occurrences and other event attributes.As a result, the built-in
occurrences filter in Sensu Core 1.x is not provided in Sensu Go, but you can replicate its functionality
using this filter definition.Sensu Go includes three new built-in filters: only-incidents, only-metrics, and
allow-silencing.Sensu Go does not yet include a built-in check dependencies filter or a filter-when
feature.

Assets

The sensu-install tool has been replaced in Sensu Go by assets, shareable, reusable packages that
make it easy to deploy Sensu plugins.Sensu Plugins in Ruby can still be installed via sensu-install by

installing sensu-plugins-ruby; see the installing plugins guide for more information.

Role-based access control

Role-based access control (RBAC) is a built-in feature of the open-source version of Sensu Go.RBAC
allows management and access of users and resources based on namespaces, groups, roles, and
bindings.To learn more about setting up RBAC in Sensu Go, see the RBAC reference and the guide to

creating a read-only user.

Silencing

Silencing is now disabled by default in Sensu Go and must be enabled explicitly using the built-in
not silenced Afilter.


https://github.com/sensu-plugins
https://packagecloud.io/sensu/community

Token substitution

The syntax for using token substitution has changed from using triple colons to using double curly
braces.

Aggregates

Check aggregates are supported through the license-activated Sensu Go Aggregate Check Plugin.

API

In addition to the changes to resource definitions, Sensu Go includes a new, versioned API. See the
API overview for more information.

Custom attributes

Custom check attributes are no longer supported in Sensu Go.Instead, Sensu Go provides the ability to
add custom labels and annotations to entities, checks, assets, hooks, filters, mutators, handlers, and
silences.See the metadata attributes section in the reference documentation for more information about
using labels and annotations (for example: metadata attributes for entities).


https://bonsai.sensu.io/assets/sensu/sensu-aggregate-check

Authentication
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Specification

Troubleshooting

Sensu requires username and password authentication to access the Sensu dashboard, API, and
command line tool (sensuctl).For Sensu’s default user credentials and more information about
configuring Sensu role based access control, see the RBAC reference and guide to creating users.

In addition to built-in RBAC, Sensu includes license-activated support for authentication using external
authentication providers.Sensu currently supports Microsoft Active Directory and standards-compliant
Lightweight Directory Access Protocol tools like OpenLDAP.

LICENSED TIER: Unlock authentication providers in Sensu Go with a Sensu license. To activate your
license, see the getting started guide.

Managing authentication providers

You can view and delete authentication providers using sensuctl and the authentication providers API.
To set up an authentication provider for Sensu, see the section on configuring authentication providers.

To view active authentication providers:

sensuctl auth list



To view configuration details for an authentication provider named openldap :
sensuctl auth info openldap
To delete an authentication provider named openldap :

sensuctl auth delete openldap

Configuring authentication providers

1. Write an authentication provider configuration definition
Write an authentication provider configuration definition.
For standards-compliant Lightweight Directory Access Protocol tools like OpenLDAP, see the LDAP

configuration examples and specification.For Microsoft Active Directory, see the AD configuration
examples and specification.

2. Apply the configuration using sensuctl

Log in to sensuctl as the default admin user and apply the configuration to Sensu.

sensuctl create --file filename.json

You can verify that your provider configuration has been applied successfully using sensuctl.

sensuctl auth list

Type Name

Idap openldap

3. Integrate with Sensu RBAC



Now that you've configured an authentication provider, you’ll need to configure Sensu RBAC to give
those users permissions within Sensu.Sensu RBAC allows management and access of users and
resources based on namespaces, groups, roles, and bindings.See the RBAC reference for more
information about configuring permissions in Sensu and implementation examples.

Namespaces partition resources within Sensu. Sensu entities, checks, handlers, and other
namespaced resources belong to a single namespace.

Roles create sets of permissions (get, delete, etc.) tied to resource types. Cluster roles apply
permissions across namespaces and include access to cluster-wide resources like users and
namespaces.

Role bindings assign a role to a set of users and groups within a namespace; cluster role bindings
assign a cluster role to a set of users and groups cluster-wide.

To enable permissions for external users and groups within Sensu, create a set of roles, cluster roles,
role bindings, and cluster role bindings that map to the usernames and group names found in your
authentication providers.Make sure to include the group prefix and username prefix when creating
Sensu role bindings and cluster role bindings.Without an assigned role or cluster role, users can sign in
to the Sensu dashboard but can’t access any Sensu resources.

4. Log in to Sensu

Once you’ve configured the correct roles and bindings, log in to sensuctl and the Sensu dashboard
using your single-sign-on username and password (no prefix required).

LDAP authentication

Sensu offers license-activated support for using a standards-compliant Lightweight Directory Access
Protocol tool for authentication to the Sensu dashboard, API, and sensuctl.The Sensu LDAP
authentication provider is tested with OpenL DAP.Active Directory users should head over to the Active

Directory section.

LDAP configuration examples

Example LDAP configuration: Minimum required attributes

YML

type: ldap

api version: authentication/v2


https://www.openldap.org/

metadata:
name: openldap
spec:
servers:
- binding:
password: P@sswOrd!
user dn: cn=binder,dc=acme,dc=o0rg
group search:
base dn: dc=acme,dc=org
host: 127.0.0.1
user search:

base dn: dc=acme,dc=org

JSON
{
"type": "ldap",
"api version": "authentication/v2",
"spec": {
"servers": |
{
"host": "127.0.0.1",
"binding": {
"user dn": "cn=binder,dc=acme,dc=org",
"password": "P@sswOrd!"
by
"group search": {
"base dn": "dc=acme,dc=org"
by
"user search": {
"base dn": "dc=acme,dc=org"
}
}
]
by
"metadata": {

"name": "openldap"



Example LDAP configuration: All attributes

YML

type: ldap
api version: authentication/v2
metadata:
name: openldap
spec:
groups_prefix: ldap
servers:
- binding:
password: P@sswOrd!
user dn: cn=binder,dc=acme,dc=org
group search:
attribute: member
base dn: dc=acme,dc=org
name attribute: cn
object class: groupOfNames
host: 127.0.0.1
insecure: false
port: 636
security: tls
user search:
attribute: uid
base dn: dc=acme,dc=org
name attribute: cn
object class: person

username prefix: ldap

JSON
{

"type": "ldap",
"api version": "authentication/v2",
"spec": {

"servers": |

{
"host": "127.0.0.1",

"port": 636,
"insecure": false,

"security": "tls",



"binding": {

"user dn": "cn=binder,dc=acme,dc=org",
"password": "P@sswOrd!"
b,
"group search": {
"base dn": "dc=acme,dc=org",
"attribute": "member",
"name attribute": "cn",
"object class": "groupOfNames"
by
"user search": {
"base dn": "dc=acme,dc=org",
"attribute": "uid",
"name attribute": "cn",
"object class": "person"
}
}
1,
"groups prefix": "ldap",
"username prefix": "ldap"
by
"metadata": {
"name": "openldap"

LDAP specification

Top-level attributes

type

description Top-level attribute specifying the sensuctl create resource type.
LDAP definitions should always be of type 1dap .

required true

type String




example
"typell: "ldapll

api_version

description Top-level attribute specifying the Sensu API group and version. For
LDAP definitions, this attribute should always be authentication/v2 .

required true
type String
example
"api version": "authentication/v2"

metadata

description Top-level map containing the LDAP definition name . See the metadata
attributes reference for details.

required true
type Map of key-value pairs
example
"metadata": {
"name": "openldap"

’

spec
description Top-level map that includes the LDAP spec attributes.
required true

type Map of key-value pairs



example

"spec": {
"servers": [
{
"host": "127.0.0.1",

"binding": {

"user dn": "cn=binder, dc=acme,dc=org",
"password": "P@sswOrd!"
b,
"group_ search": {
"base dn": "dc=acme,dc=org"
b,
"user search": {
"base dn": "dc=acme,dc=org"
}
}
1
}
Spec attributes
sServers
description An array of LDAP servers for your directory. During the authentication
process, Sensu attempts to authenticate using each LDAP server in
sequence.
required true
type Array
example
"servers": [
{
"host": "127.0.0.1",

"binding": {
"user dn": "cn=binder, dc=acme,dc=org",
"password": "P@sswOrd!"

b,



"group_ search": {

"base dn": "dc=acme,dc=org"
}I
"user search": {

"base dn": "dc=acme,dc=org"

}
}
1
groups_prefix

description The prefix added to all LDAP groups. Sensu prepends prefixes with a
colon. For example, for the groups prefix 1dap and the group dev , the
resulting group name in Sensu is 1dap:dev . Use this prefix when
integrating LDAP groups with Sensu RBAC role bindings and cluster role

required false

type String

example

"groups_prefix": "ldap"

description The prefix added to all LDAP usernames. Sensu prepends prefixes with

a colon. For example, for the username prefix 1dap and the user
alice , the resulting username in Sensu is 1dap:alice . Use this

prefix when integrating LDAP users with Sensu RBAC role bindings and
cluster role bindings. Users do not need to provide this prefix when
logging in to Sensu.

required false

type String

example



"username prefix": "ldap"

Server attributes

host

description LDAP server IP address or FQDN

required true
type String
example
"host": "127.0.0.1"

port
description LDAP server port
required true
type Integer
default 389 for insecure connections, 636 for TLS connections
example
"port": 636

insecure

description Skips SSL certificate verification when setto true . WARNING: Do not
use an insecure connection in production environments.

required false



https://en.wikipedia.org/wiki/Fully_qualified_domain_name

type Boolean

default false

example

"insecure": false

security

description Determines the encryption type to be used for the connection to the
LDAP server: insecure (unencrypted connection, not recommended
for production), t1s (secure encrypted connection), or starttls
(unencrypted connection upgrades to a secure connection).

type String
default Digllg”
example
"security": "tls"

binding
description The LDAP account that performs user and group lookups.
required true
type Map
example
"binding": {
"user dn": "cn=binder,dc=acme,dc=org",
"password": "P@sswOrd!"

group_search

|



description Search configuration for groups. See the group search attributes for
more information.

required true
type Map
example
"group_ search": {
"base dn": "dc=acme,dc=org",
"attribute": "member",
"name attribute": "cn",
"object class": "groupOfNames"

user_search

description Search configuration for users. See the user search attributes for more
information.
required true
type Map
example
"user search": {
"base dn": "dc=acme,dc=org",
"attribute": "uid",
"name attribute": "cn",
"object class": "person"

Binding attributes

user_dn

description The LDAP account that performs user and group lookups. We



recommend using a read-only account. Use the distinguished name (DN)
format, such as cn=binder, cn=users,dc=domain, dc=t1ld

required true
type String
example
"user dn": "cn=binder,dc=acme,dc=o0rg"

password

description Password for the user dn account.

required true
type String
example
"password": "P@sswOrd!"

Group search attributes

base dn

description Tells Sensu which part of the directory tree to search. For example,
dc=acme, dc=org searches within the acme.org directory.

required true
type String
example
"base dn": "dc=acme,dc=org"



attribute

description Used for comparing result entries. This is combined with other filters as

" (<Attribute>=<value>)" .

required false
type String
default "member"
example
"attribute": "member"

name_attribute

description Represents the attribute to use as the entry name.
required false
type String
default "cn"
example
"name attribute": "cn"

object_class

description Identifies the class of objects returned in the search result. This is
combined with other filters as " (objectClass=<ObjectClass>)" .

required false
type String
default "groupOfNames"

example



"object class": "groupOfNames"

User search attributes

base dn

description Tells Sensu which part of the directory tree to search. For example,
dc=acme, dc=org searches within the acme.org directory.

required true
type String
example
"base dn": "dc=acme,dc=org"

attribute

description Used for comparing result entries. This is combined with other filters as

" (<Attribute>=<value>)" .

required false
type String
default "uid"”
example
"attribute": "uid"

name_attribute

description Represents the attribute to use as the entry name.

required false




type String

default "cn"

example

"name attribute": "cn"

object_class

description Identifies the class of objects returned in the search result. This is
combined with other filters as " (objectClass=<ObjectClass>)" .

required false

type String
default "person"
example

"object class": "person"

Metadata attributes

name

description A unique string used to identify the LDAP configuration. Names cannot
contain special characters or spaces (validated with Go regex
A\w\.\-]+\z )
required true
type String
example

"name": "openldap"


https://regex101.com/r/zo9mQU/2

LDAP troubleshooting

In order to troubleshoot any issue with LDAP authentication, the first stepshould always be to increase
log verbosity of sensu-backend to the debuglog level. Most authentication and authorization errors are
only displayed onthe debug log level, in order to avoid flooding the log files.

NOTE: If you can’t locate any log entries referencing LDAP authentication, makesure the LDAP
provider was successfully installed using sensuctl

Authentication errors
Here are some common error messages and possible solutions:
Error message: failed to connect: LDAP Result Code 200 "Network Error"

The LDAP provider couldn’t establish a TCP connection to the LDAP server. Verifythe host & port
attributes. If you are not using LDAP over TLS/SSL , makesure to set the value of the security
attribute to "insecure" for plaintextCcommunication.

Error message:. certificate signed by unknown authority

If you are using a self-signed certificate, make sure to set the insecure attribute to true . This will
bypass verification of the certificate’s signingauthority.

Error message: failed to bind:

The first step for authenticating a user with the LDAP provider is to bind tothe LDAP server using the
service account specified in the binding Object. Make sure the user dn specifies a valid DN,and its
password is the right one.

Error message: user <username> was not found

The user search failed, no user account could be found with the given username.Go look at the
user search _object and make sure that:

The specified base dn contains the requested user entry DN
The specified attribute contains the username as its value in the user entry
The object class attribute corresponds to the user entry object class



Error message:. ldap search for user <username> returned x results, expected only 1

The user search returned more than one user entry, therefore the provider couldnot determine which of
these entries should be used. The user search oObject needs to be tweaked so the provided
username can be used touniquely identify a user entry. Here’s few possible way of doing it:

Adjust the attribute so0 its value (which corresponds to the username) isunique amongst the user
entries
Adjust the base dn so it only includes one of the user entries

Error message: ldap entry <DN> missing required attribute <name attribute>

The user entry returned (identified by <bn> ) doesn’t include the attributespecified by

name attribute _object. Therefore the LDAP provider couldnot determine which attribute to use as
the username in the user entry. The name attribute should be adjusted so it specifies a human
friendly name forthe user.

Error message: ldap group entry <DN> missing <name attribute> and cn attributes

The group search returned a group entry (identified by <px> ) that doesn’t havethe name attribute
attribute nor a cn attribute. Therefore the LDAPprovider could not determine which attribute to use as
the group name in thegroup entry. The name attribute should be adjusted so it specifies a human
friendly name for the group.

Authorization issues

Once authenticated, a user needs to be granted permissions via either al clusterRoleBinding Or a
RoleBinding .

The way in which LDAP users and LDAP groups can be referred as subjects of acluster role or role
binding depends on the groups prefix and! username prefix configuration attributes values of the
LDAP provider.For example, for the groups prefix 1dap and the group dev , the resultinggroup name
in Sensu is ldap:dev .

Issue: Permissions are not granted via the LDAP group(s)

During authentication, the LDAP provider will print in the logs all groups foundin LDAP, e.g. found 1
group (s) : [dev] . Keep in mind that this group name doesnot contain the groups prefix at this
point.

The Sensu backend logs each attempt made to authorize an RBAC request. This isuseful for



determining why a specific binding didn’t grant the request. Forexample:

[...] the user is not a subject of the ClusterRoleBinding cluster-admin [...]
[...] could not authorize the request with the ClusterRoleBinding system:user [...]

[...] could not authorize the request with any ClusterRoleBindings [...]

Active Directory authentication

Sensu offers license-activated support for using Microsoft Active Directory (AD) for authentication to
the Sensu dashboard, API, and sensuctl. The AD authentication provider is based on the LDAP

authentication provider.

Active Directory configuration examples

Example AD configuration: Minimum required attributes

YML

type: ad
apil version: authentication/v2
metadata:
name: activedirectory
spec:
servers:
- binding:
password: P@sswOrd!
user dn: cn=binder,cn=users,dc=acme,dc=0rg
group_ search:
base dn: dc=acme,dc=org
host: 127.0.0.1
user search:

base dn: dc=acme,dc=org

JSON

"type" . "ad",



"api version": "authentication/v2",

"spec": {
"servers": |
{
"host": "127.0.0.1",
"binding": {
"user dn": "cn=binder, cn=users,dc=acme,dc=org",
"password": "P@sswOrd!"
}y
"group search": ({
"base dn": "dc=acme,dc=org"
by
"user search": {
"base dn": "dc=acme,dc=org"
}
}
]
y
"metadata": {
"name": "activedirectory"

Example AD configuration: All attributes

YML

type: ad
api version: authentication/v2
metadata:
name: activedirectory
spec:
groups_prefix: ad
servers:
- binding:
password: P@sswOrd!
user dn: cn=binder,cn=users,dc=acme,dc=0org
group search:
attribute: member
base dn: dc=acme,dc=org

name attribute: cn



object class: group

host: 127.0.0.1

insecure: false

port: 636

security: tls

user search:
attribute: sAMAccountName
base dn: dc=acme,dc=org
name attribute: displayName
object class: person

username prefix: ad

JSON
{

"type": "ad",

"api version": "authentication/v2",
"spec": {

"servers": |
{
"host™: "127.0.0.1",

"port": 636,
"insecure": false,
"security": "tls",

"binding": {

"user dn": "cn=binder, cn=users,dc=acme,dc=org",
"password": "P@sswOrd!"

}y

"group search": ({
"base dn": "dc=acme,dc=org",
"attribute": "member",
"name attribute": "cn",
"object class": "group"

Yo

"user search": {
"base dn": "dc=acme,dc=org",
"attribute": "sAMAccountName",
"name attribute": "displayName",

"object class": "person"



"groups_ prefix": "ad",

"username prefix": "ad"
}I
"metadata": {
"name": "activedirectory"

Active Directory specification

Top-level attributes

description Top-level attribute specifying the sensuctl create resource type. AD
definitions should always be of type ad .

required true
type String
example
"type": "ad"
description Top-level attribute specifying the Sensu API group and version. For AD

definitions, this attribute should always be authentication/v2 .

required true
type String
example

"api version": "authentication/v2"



metadata

description Top-level map containing the AD definition name . See the metadata
attributes reference for details.

required true
type Map of key-value pairs
example

"metadata": {

"name": "activedirectory"

}
spec
description Top-level map that includes the AD spec attributes.
required true
type Map of key-value pairs
example

"spec": {
"servers": [
{
"host": "127.0.0.1",

"binding": {

"user dn": "cn=binder, cn=users,dc=acme,dc=org",
"password": "P@sswOrd!"

},

"group search": {
"base dn": "dc=acme,dc=org"

}I

"user search": ({

"base dn": "dc=acme,dc=org"



Active Directory spec attributes

servers

description An array of AD servers for your directory. During the authentication

process, Sensu attempts to authenticate using each AD server in

sequence.
required true
type Array
example

"servers": [
{
"host": "127.0.0.1",

"binding": {

"user dn": "cn=binder, cn=users,dc=acme,dc=org",
"password": "P@sswOrd!"
}I
"group search": {
"base dn": "dc=acme,dc=org"
}I
"user search": ({
"base dn": "dc=acme,dc=org"

groups_prefix

description The prefix added to all AD groups. Sensu prepends prefixes with a colon.
For example, for the groups prefix ad and the group dev , the resulting
group name in Sensu is ad:dev . Use this prefix when integrating AD
groups with Sensu RBAC role bindings and cluster role bindings.



required false

type String

example

"groups_ prefix": "ad"

username_prefix

description The prefix added to all AD usernames. Sensu prepends prefixes with a
colon. For example, for the username prefix ad and the user alice ,
the resulting username in Sensu is ad:alice . Use this prefix when
integrating AD users with Sensu RBAC role bindings and cluster role
bindings. Users do not need to provide this prefix when logging in to

Sensu.
required false
type String
example
"username prefix": "ad"

Active Directory server attributes

description AD server IP address or FQDN

required true
type String
example

"host": "127.0.0.1"
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port

description AD server port
required true
type Integer
default 389 for insecure connections, 636 for TLS connections
example
"port": 636

insecure

description Skips SSL certificate verification when setto true . WARNING: Do not
use an insecure connection in production environments.

required false
type Boolean
default false
example
"insecure": false

security

description Determines the encryption type to be used for the connection to the AD
server: insecure (unencrypted connection, not recommended for
production), tls (secure encrypted connection), or starttls
(unencrypted connection upgrades to a secure connection).

type String

default "tlg"




example

"security": "tls"
binding
description The AD account that performs user and group lookups.
required true
type Map
example
"binding": {
"user dn": "cn=binder, cn=users,dc=acme,dc=org",
"password": "P@sswOrd!"

group_search

description Search configuration for groups. See the group search attributes for
more information.

required true
type Map
example
"group search": ({
"base dn": "dc=acme,dc=org",
"attribute": "member",
"name attribute": "cn",
"object class": "group"

user_search




description Search configuration for users. See the user search attributes for more

information.
required true
type Map
example
"user search": {
"base dn": "dc=acme,dc=org",
"attribute": "sAMAccountName",
"name attribute": "displayName",
"object class": "person"

Active Directory binding attributes

user_dn

description The AD account that performs user and group lookups. We recommend
using a read-only account. Use the distinguished name (DN) format,

such as cn=binder, cn=users,dc=domain,dc=t1ld .

required true
type String
example
"user dn": "cn=binder, cn=users,dc=acme,dc=org"

password

description Password for the user dn account.

required true

type String




example

"password": "P@sswOrd!"

Active Directory group search attributes

base dn

description Tells Sensu which part of the directory tree to search. For example,
dc=acme, dc=org searches within the acme.org directory.

required true
type String
example
"base dn": "dc=acme,dc=org"

attribute

description Used for comparing result entries. This is combined with other filters as

" (<Attribute>=<value>)" .

required false
type String
default "member"
example
"attribute": "member"

name_attribute

description Represents the attribute to use as the entry name.




required false

type String
default "cn"
example
"name attribute": "cn"
description Identifies the class of objects returned in the search result. This is

combined with other filters as " (objectClass=<ObjectClass>)" .

required false
type String
default "group"
example
"object class": "group"

Active Directory user search attributes

base dn

description Tells Sensu which part of the directory tree to search. For example,
dc=acme, dc=org searches within the acme.org directory.

required true
type String
example

"base dn": "dc=acme,dc=org"



attribute

description Used for comparing result entries. This is combined with other filters as

" (<Attribute>=<value>)" .

required false
type String
default "sAMAccountName"
example
"attribute": "sAMAccountName"

name_attribute

description Represents the attribute to use as the entry name.
required false
type String
default "displayName"
example
"name attribute": "displayName"

object_class

description Identifies the class of objects returned in the search result. This is
combined with other filters as " (objectClass=<ObjectClass>)" .

required false

type String

default "person"




example

"object class": "person"

Active Directory metadata attributes

name

description A unique string used to identify the AD configuration. Names cannot
contain special characters or spaces (validated with Go regex
Al\w\.\-]+\z )
required true
type String
example
"name": "activedirectory"

Active Directory troubleshooting

See the LDAP troubleshooting section.


https://regex101.com/r/zo9mQU/2
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